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Setups

@ Distortion Constraint

» Commonly used in multimedia fingerprinting applications
» Restrictions on distortions between:

* Original data and fingerprinted copies

* Fingerprinted copies and forgery

o Marking Assumption
» Popular model for software fingerprinting
» The fingerprint is a set of redundant digits
» The coalitions may modify only those positions where they find a
difference in their fingerprinted copies
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Model for Fingerprinting Game
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Fingerprinting Capacity

Error probabilities:
o P"(fy,gn: Pyix.) = PrIK N K = 0]

e

° Pg”(fN7gN7pY|X/<) = Pr[K 1¢— 16]
o Prp(fu.gn; Pyix.) = PriK \ K # 0]

Definition

A rate R is achievable for embedding distortion D;, collusion class Wk,
and detect-one criterion if there exists a sequence of (N, [2VR])
randomized codes (fy, gn) with maximum embedding distortion D;, such
that both P2"¢(fy, gn, Wk) and Pep(fn, gn, Wik) vanish as N — oo.

Detect-all criterion can be defined analogously.
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Fingerprinting Capacity (cont'd)

Definition

Fingerprinting capacities C°"¢(Dy, W) and C?"(Dy, Wk) are the suprema
of all achievable rates with respect to the detect-one and detect-one
criteria, respectively.
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Model for the Marking Assumption
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Fingerprinting Capacity under the Marking Assumption

Consider random variable W defined over an alphabet W = {1,2,...,L}
and the mutual-information game

1
CP" = max min —[(Xi; Y|W)

PXW PY|Xx

where pxyy is any p.m.f. over X x W and the collusion channel pyx,. is
subject to the marking assumption:

Xl =...=XK =Y = X1.
Theorem
Fingerprinting capacity is given by

o™ = lim CP™

L—oo

under the marking assumption and the detect-one criterion.

Yen-Wei Huang, Pierre Moulin (UIUC) Fingerprinting Capacity June 5, 2008 8/9



Bounds in the Binary Case

Theorem (Tardos, 2003)

1
one
> -
Ck™ 2 100K21n?2

Theorem (Anthapadmanabhan et al., 2007)

0.25 < C&" < 0.322.
0.083 < C9"™ < 0.199.

Theorem (Anthapadmanabhan et al., 2008)

1 one 1
Olsgs) < C&° < O()
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